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I 1. HISTORICO DE REVISAO

Verséao Descricéo

_ . Jod&o Pedro Toledo
26/01/2026 1.0 Criacéo Inicial
Goncalves

I 2. OBJETIVO

Definir as regras de permissdo de trafego (Firewall) e redirecionamento de portas (NAT) para garantir a
seguranga e funcionalidade dos servi¢os publicados.

I 3. PRE-REQUISITOS

[ ] Definicdo precisa das portas de origem e destino (ex: TCP 3389).
[]1 1P interno do servidor destino fixado (Static Mapping).

I 4. PASSO A PASSO (EXECUCAO)

Etapa 1: Port Forward (Redirecionamento de Entrada)
Use para publicar servigos internos (TS, WebServer, Cameras) para a internet.
1. [X] Acesse "Firewall > NAT > Port Forward".
2. [x] Cligue em Add.
3. [X] Preencha:
* Interface: "WAN"
* Protocol: "TCP" (ou UDP conforme a aplica¢ao).
» Destination port range: Porta externa (ex: 3389).
* Redirect target IP: IP interno (ex: '192.168.1.50).
* Redirect target port: Porta interna (ex: 3389).
* Filter rule association: "Add associated filter rule” (Isso cria a regra de firewall automaticamente).
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msense Syster

Firewall / /

Interface
Protocol

Destination port range

3389 MS RDP
Redirect target IP 192.168.1.50

Redirect target port

DESROL U RDP to Server|

B Save

4. [x] Clique em Save e Apply Changes.

Etapa 2: Regras de Firewall (LAN/VLANS)
Por padrao, interfaces OPTx (novas VLANS) bloqueiam tudo. E preciso liberar.
1. [x] Acesse Firewall > Rules > [INTERFACE] .
2. [x] Cligue em Add (Seta para cima para colocar no topo).
3. [X] Preencha:
» Action: "Pass’
* Source: [INTERFACE] net” (ex: LAN net).
* Destination:
* "Any (Para liberar Internet geral).
* 1 RFC1918" (Alias criado para bloguear acesso a outras VLANs/Redes internas).
4. [x] Log: Marque "Log packets that are handled by this rule” se precisar auditar.
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Firewall

Action
Interface
Address Family
Protocol

Source

Destination WAN Address v
Destination Port Range 443 (HTTPS) 443 (HTTPS)

From: To:

Description W'

Save

Etapa 3: Outbound NAT (Para VPNs e MultiWAN)

O modo "Hybrid" é essencial para cenarios avancados.
1. [x] Acesse “Firewall > NAT > Outbound".
2. [X] Mude o Mode para "Hybrid Outbound NAT rule generation'.
3. [X] Salve.

4. [x] Crie regras manuais aqui se precisar que uma VLAN saia por um IP especifico (ex: SMTP server).
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Fei Firewall / NAT / Outbound x b

<

C @ A Notsecure | pfsense/Firewall/NAT/Outbound & % » 0@ :

csense Firewall -  Dashboard Dimers~ NAT~ Bigs~ Resources ~ Help ~

Firewall Administration

Firewall / NAT / Outbound i =

Firewall NAT Outbound VPN Changers Page Evens

Rule Status
Outbound NAT Mode
NAT Mode () Hybrid Outbound NAT rules
@ Hybrid Outbound NAT rule generation (Automatic Outbound NAT + rules below)

The Outbound NAT rule generation has been, denored an-exexe duta that canofchage bar and Outbound
generation and stop betox (Ire inslised).

O Interface Source Source Port Destination Destination Port NAT Address NAT Port
0 X Firewall m e m = 192.168.0 b
#  Auto created rule for ISAKMP
0 X Firewall AISAKMP - bt 192.0.0.1- bt 192.168.1.1 b
ISAKMP 1 192.168.12
#  Auto created rule for ISAKMP
[ 3 locahost  192.0.0.1 * 192.0.0.1 192.1.0.11 A
#  Auto created rule for localhost
O >4 localhost  192.0.0.1 = 192.0.0.1 * 192.1.0.0 £8W
# Auto created rule for localhost
0 X Firewall localhost, & m i 192.168.1.1 >
localhost
[ > localhost m * m 192.10.2 £ i
) X localhost 777 fed 777 fad #2% L2m )

I 5. SOLUCAO DE PROBLEMAS (TROUBLESHOOTING)

Problema 1: Porta redirecionada (NAT) ndo abre externamente
» Causa: ISP com CGNAT ou regra de firewall bloqueando.

» Solucgéo:

1. [x] Verifique se o IP da WAN é publico (ndo comega com 100.x, 10.x, 192.168.x).
2. [x] Verifique se a opgao "Block private networks" estd desmarcada na interface WAN.
3. [X] Use o "Packet Capture™ na WAN filtrando pela porta para ver se o pacote chega.
Problema 2: NAT Reflection ndo funciona (Acesso interno pelo IP externo falha)
» Solucéo: Habilite "System > Advanced > Firewall & NAT > NAT Reflection mode for port forwards™ como

"Pure NAT".

I 6. DADOS TECNICOS

Campo Valor Descricao
NAT Reflection Pure NAT Recomendado

Aumente se tiver muitos
Max Table Entries 400000

conexodes
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7. VALIDACAO FINAL (DEFINICAO DE PRONTO)

[ 1O servico publicado é acessivel via 4G (externamente)?
[10O computador na LAN navega?

[ 1O computador na LAN consegue acessar o0 servico pelo IP externo (Loopback)?
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